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Why are we talking about “Cyber”?

A few more reasons to talk!
What drives us to talk “Cyber”?
Where Do we want to go?
What about Risk?

And Risk Management?

What is covered by Part-IS?
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Why are we talking about “Cyber”?
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Attacks on Aviation already started (already before 2017)!

FAA Hack Attack Di.d Not Hit Air-Traffic
Control...Yet

ackers earlier this year attacked a Federal Aviation Administration
network with malicious software, agency officials said Monday.

In early February, FAA discovered "a known virus" spread via email on
its administrative computer system,” agency spokeswoman Laura Brown told
Nextgov, "After a thorough review, the FAA did not identify any damage to agency
systems,” she added.
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Hackers break into Lufthansa customer

'Bomb on board' wi-fi network causes
Turkish Airlines flight to be diverted
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Cyber-attackers have obtained info on a number of passengers using the Lufthansa
website, The hackers used frequent-flyers miles to obtain vouchers and redeem rewards.
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Bug Bounty Program

HACKED BY MOUJAHIDIN TEAM
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1o comply with these terms.

What is a bug bounty program?

On 30 March 2015, a litlie-known hacking group calling fself the Moujahidin Tean (aka E1
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Major technical trouble disrupts traffic
at Amsterdam airport

By RE
PUBLISHED: 12:20 GM UPDATED: 16:35 GM
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AMSTERDAM, Nov 21 (Reuters) - Malfunctioning air traffic control systems at
Amsterdam's Schiphol airport on Tuesday led to dozens of cancelled flights and long
delays at one of Europe’s busiest transportation hubs.

The problems were resolved around 1600 GMT, but it would still take hours for
operations to return to normal, a spokeswoman for Air Traffic Control the
Metherlands said. She said it was still unclear what caused the problems, but
excluded the possibility of a cyber attack,

Air France-KLM, the national Dutch carrier, said it had scrapped 50 flights. Delays ran
up to more than four hours on other flights, a KLM spokesman said.

A spokesman for Schiphel could not give an exact number of cancellations and
delays, but the airport’s website showed problems with almost all incoming and
outgeing afternoon flights,

On its web site, Eurocontrel, Europe's organization for air traffic control coordination
and planning, showed a large number of flights to Schiphol were delayed meore than
30 minutes. In a notice, it said airplanes could opt to divert to other airporte.

A major computer malfunction in February crippled traffic at Schiphal for hours,

causing delays or cancellations on mare than 100 flights
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Example: Internet Infrastructure/Traffic Diversion

LEGEND  @—> NORMAL @—> HIJACKED

7. Moscow,
Russia
‘_/ 8. Minsk,
Belarus

—
6. London,
UK 9. Frankfurt,
Germany
10. NewAork, NY
4. Ashburn, VA
“—

.5. Washington, D.C.
3. Laredo, TX ‘5 Monroe. LA 11. Washington, D.C.
' END

) Monterrey,t 01 McAllen, TX

Mexico 1 A
START 1. Guadalajara,

Mexico
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Example: Well Known Vulnerabilities -,,Heartbleed”

Flaw in OpenSSL Libary
a widely used implementation of the
Transport Layer Security protocol
Allows for access of credentials of
previous communication session
Disclosed in April 2014
Registered in a public Database as
CVE-2014-0160

2014 ... that’s more than 8 years ago!

How many systems still vulnerable?
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A few more reasons to talk!
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Transition of Notions

From a3 Notion to a

Reliable System Secure System

A Reliable System does, what | A Secure System does, what it

it is supposed to do. Is supposed to do.




Relationship between Example Causes & Effects

Effects
on
safety
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What drives us to talk “Cyber”?
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Also in Security, the environment drives what we do

Threat Landscape The Tools for The required Skill level
will change, so the adversaries change of adversaries
security process rapidly, with constantly | e =iidleliciic =iielol s s
eI ERTTG  enhanced functionality, becoming more and
the perceived at a fraction of the more automated and
level of risk original cost fully comprehensive

B

The actual
Skills of
adversaries
evolve, as they
practice on
other targets
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Security is an evolutionary Process, not a Product

Technologies will
change, so the
security process
must evolve with
the perceived
level of risk

Qi

Societal expectations
of aviation will change,
so the security process
must evolve with the
perceived level of
safety risk

Business Direction of
Aviation Industry will
change, so the
security process must
evolve with the
perceived level of risk




The whole is more than the sum of its parts

v’ Each system shall protect itself against it’s individual risks
v’ All interacting measures contribute to the individual Level of Protection
v Functional Architecture # Security Architecture




Everything is linked with everything else

Individual systems Evolving technical Evolutionary risk
with aligned and operational aware system-of-
protections are risks of individual systems are
collectively creating a systems require capable of
secure environment adjusted System- interaction, to
for the whole of-Systems risk enhance mutual
aviation system assessments levels of protection

“The Mat Honan Hack - How social engineering can ruin your digital life

Twitter =
 comtalms fink b0
pervonal homepage

RISK =

f?n MANAGEMENT “Q
s PROCESS




Complexity is the Enemy of Security

Linking the security Developing agreed coherent
process to identified methodologies for risk
(safety) risks helps assessments and threat
understanding, why the |l taxonomy supports a uniform
process is necessary view of the System-of-Systems

Technology

Simple security message: Safety & Security in all aspects of aviation!
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Where Do we want to go?
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Resiliency as EU Objective

European Aviation System is to Cyber Threats

How we define it The ability to prevent disruptions, to prepare for and adapt to
changing conditions and to respond and recover rapidly from
disruptions ensuring the continuity of services.

How we see it 1 By
C®

Change

Resilient

Robust

ESEASA




Practical elements of Resilience

Identify critical services and
scenarios that could be
affected

Build layered systems and
allow partial and
recoverable failures

wom
Stay networked to predict \’/ f(@;“(

new threats and be prepared

Avoid Domino effect

KEY ELEMENTS

E3EASA Collaboratlve Intelllgence



We have a dream...

European Aviation System on its way to Security

N
Anti-Fragile

- /éf
N4

W

Resilient

Gain

Change _

Loss
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What about Risk?
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Where we are without Risk Management!
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A few thoughts...

— What is Risk?
— A few perspectives and reflections

— Dimensions of Multi-Stakeholder Risk Management
— System-of-System (aviation is highly interconnected)
— End-to-End Security (communication, mission, life-cycle)
— Trustworthiness (reliance upon other stakeholders)

—> How to approach Shared Trans-Organisational Risk Management
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What is Risk?
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...what could go
wrong

...expected loss

(SSS)

O

...what must
never happen

®)

...past experience
projected into
the future

...deviation from
standards or
best practices




Managing Risk in a Multi-Stakeholder Environment

Risks are ultimately related to lives of crew,
passengers and individuals on ground

Implicitly, society expects states to protect its
members against such risks

Risk Acceptability is largely a matter of regulatory
approval and oversight

Civil Aviation, an international business
e |CAO has 193 States Contracting States from
diverse regions & continents
* Each having developed its own culture, including
perception of Risk
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What are we trying to achieve?

— Evaluate risk across the whole aviation system to include
—> ANSPs, ACSPs, Aircrafts, Airlines

— Enable effective risk management considering variable risk appetite
— Coordinate risk treatment

— The security level of a system is the one of its weakest sub-system

— Preserve critical functions globally
— Maintain operational capability
— Develop resilience
— Be able to sustain crisis periods
— Achieve maturity

E AS A — Collaboration between two disciplines _




Aviation is a System-of-Systems!
THREAT OUTLOOK

Non exhaustive list

’ Satellite Communications Cabin links accessible to

— passengers (CabinWifi, plugs
wr B (SATCOM) on cabin seats, FAP, bluetooth...)

Aiircraft - Ground links
(ACARS, HF, VHF, SATCOM .
GPS, ILS... ) with in-flight access

*ﬁ’ﬁ'ﬂ : cors, Plugs, Wifi
Air/Ground
Links
‘EE?F-':"’
ACARS
lg & VHF Satcom

I-' , L o
|

Aircraft - Ground wireless links
{Gatelink, GSM, Wifi, WiMax...)

ions & Dispatch o

1 b o Maintenance & Industrial systems
(PMAT, Portable Data-Loader, troubleshooting

equipment, USB keys, ITcards...)

Maintenance &

Supply chain ‘ Engineering Centra Hangar

e (Transitof Software from
: Supplierto OEMs...)
Alr i
suppli 4
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Avoid the stove pipe risk management

— ldentify security needs across the system

— ldentifying your critical assets (crown jewels) and less critical ones

— Standardise risk appetite

— To know what it costs you to lose them - the jewels

— Develop Risk assessment baseline
— Not egocentric
— Not only business oriented — favouring availability
—> Make it reproducible — same system, different stakeholder

—> Agree on risk treatment
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Focus on the End-to-End Perspective

aircraft airline / - ANSPs
cockpit handlers >
flight planning flight planning
bookin
check-in
_ security and

immigration/ customs

Communication: From the
originator to the consumer

-

Life-cycle: From Cradle to Grave

EEEASA

boardiIg and loading

weight and balamfé_l

pre-flight checks and start-up / take-off

>

aviate
NAVIgAtEe € === == e > navigate
COMMUNICA > communicate

surveillance

I f in-flight

I [
>

landing preparation and landing




Civil Aviation continues to face a challenge

The of Risk Assessments

The of Risk Evaluation
The of Risk Acceptability
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The Risk Assessment Stages (1SO 27005)

Information to be shared
Scope and Boundaries

Impact Criteria
Scale of Threat Criteria

Risk Evaluation Criteria
Risk Acceptance Criteria

ESEASA
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v
Accept » Management or
Risks* regulatory approval

I
I

I

I

* If a risk is not acceptable it must be avoided, :

or it can be modified or shared & then reassessed |,
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How Risk Assessment Methods Proliferate...

How STBRDERDS PROUFERATE:

(S AIC OHARGERS, CHARRCTER ENCIDINGS, INSTANT MESSAGING, ETC)

ESEASA

SITUATION:

THERE ARE
4 COMPETING

ZIBNBRRIS.
Assessment

Method?

7! RiDICULOUS!
WE NEED To DEVELORP

ONE UNNERSALSTRNBARD.
THAT COVERS EVERYONE'S

USE CASES. YEAH!
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And Risk Management?
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Risk Evolution over Time

How risks evolve over time.... (any why absolute ,likelihood” doesn‘t
mean a lot after a while)
Cyber = Purple

- -— —

(absolute) Likelihood

Time T

Sy 10y 25y 50y
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Threat evolution

i, el E1 E2 EZ3 E4 E.5  Diagram shows
evolution of level of
| >/_<,4ﬂxAve1il'cable risk with level of

/ \ threat

/ * Diagramis IT centric
< 1:fix
\

- e Likelihood tends to

Risk
t, =f(Potentigl of Attack, Sevetity of Effect) . .
Required f evolve like the risk
Capability
T.7| T.6 T.5 T4 T.3 T.2 1]
[t ] E.1= disclosure of detailed design
[t] = Time 0 E.2= private discovery of vulnerability
. . L E.3= Vulnerability public

[l =Risk; [c] = Relative Capability of an adversary E 4= Exploit Elements avail
E.n = Event, where a transition between T.n and T.n-1 takes place E.5= Exploits avail

T.n = Example for adversary characteristic (source: IATF Release 3.1, 2002)
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Information Security Management System

- I1SO 27001

Plan

Establish ISMS policy, objectives, processes and procedures
relevant to managing risk and improving information
security to deliver results in accordance with an
organization’s overall policies and objectives.

Do

Implement and operate the ISMS policy, controls, processes
and procedures.

Check

Assess and, where applicable, measure process performance
against ISMS policy, objectives and practical experience and
report the results to management for review.

Act

Take corrective and preventive actions, based on the results
of the internal ISMS audit and management review or other
relevant information, to achieve continual improvement of
the ISMS.

ESEASA
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Safety Management System (Annex 19)

ICAO Safety Management Manual

1. Safety policy and objectives

1.1 Management commitment and responsibility

1.2 Safety accountabilities

1.3 Appointment of key safety personnel

1.4 Coordination of emergency response planning

1.5 SMS documentation

2. Safety risk management

2.1 Hazard identification

2.2 Safety risk assessment and mitigation

3. Safety assurance

3.1 Safety performance monitoring and measurement
3.2 The management of change SMS
3.3 Continuous improvement of SMS
4. Safety promotion

4.1 Training and education

4.2 Safety communication ICAO

Safety Risk
Management

Safety Policy and Safety

Objectives Promotion

Annex 19
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Security Management System (ICAO Annex 17)

Key components of a SeMS

A SeMS should include the following key components
applicable to all types and sizes of aviation Entity:

. Management commitment

. Threat and risk management

. Accountability and responsibilities

. Resources

. Performance monitoring, assessment and reporting e security
Incident response -
. Management of change

. Continuous improvement
. Training and education
10. Communication

Continuous

OO ~NOUAWNER

Framework for an Aviation Security Management System (SeMS), UK CAA
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Peace of Mind
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What is covered by Part-IS?
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What are the Key Ingredients for Part-IS?

Basic Regulation

* Acceptable Safety Risks * Information Security Management

e Record-keeping System (ISMS)
e Personnel Requirements * Information Security Risk Assessment

e Continuous Improvement

Reporting Regulation
* Information Security Risk * Information Security
Treatment ‘ External Reporting

* Information Security F""“ﬂ*g Scheme

Incidents — Detection,
Response, and Recovery

ESEASA




The ISMS in Part-IS

Colour code: [NISTFramework| |'BasicReg. " [ReportingReg.| 10 2700x



Overview of requirements: Organisation vs Authority
ORGANISATION AUTHORITY

IS.1.OR.100 Scope IS.AR.100
IS.1.OR.200 Information security management system (ISMS) IS.AR.200
Information security risk assessment
IS.1.OR.210 Information security risk treatment
IS.I.OR.215 Information security internal reporting scheme
Information security incidents — detection, response, and recovery IS.AR.215

Response to findings notified by the competent authority
Information security external reporting scheme
Contracting of information security management activities

IS.1.OR.240 Personnel requirements
Record-keeping
Information security management manual (ISMM)
Changes to the information security management system

IS.1.0R.260 Continuous improvement
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The ultimate lesson
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If You Want to Go Fast, Go Alone
If You Want to Go Far, Go Together
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»EASA

European Union Aviation Safety Agency

Thank you!

..for your attention

Join our Community:
https://www.easa.europa.eu/community/cybersecurity

"EASA £ EASA Community Network — 5 @ & £ 2

easa.europa.eu/connect Your safety is our mission.
n m u E D @ An Agency of the European Union : :



https://www.easa.europa.eu/

Backup



And in Reality: The Notion of Intent!

SAFETY SECURITY

)

FORTUITY INTENT
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And in Reality: The Notion of Intent!

SAFETY SECURITY

The notion of

INTENT
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Overview of requirements: Organisation vs Authority
ORGANISATION AUTHORITY

IS.1.OR.100 Scope IS.AR.100
IS.1.OR.200 Information security management system (ISMS) IS.AR.200
Information security risk assessment
IS.1.OR.210 Information security risk treatment
IS.I.OR.215
Information security incidents — detection, response, and recovery IS.AR.215

Information security external reporting scheme
Contracting of information security management activities
IS.1.OR.240 Personnel requirements
Record-keeping

IS.1.0R.260 Continuous improvement
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